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Abstract

Background As a newly emerged concept and a product of the twenty-first century, health information govern-
ance is expanding at a rapid rate. The necessity of information governance in the healthcare industry is evident,

given the significance of health information and the current need to manage it. The objective of the present scoping
review is to identify the dimensions and components of health information governance to discover how these factors
impact the enhancement of healthcare systems and services.

Methods PubMed, Scopus, Web of Science, ProQuest and the Google Scholar search engine were searched

from inception to June 2024. Methodological study quality was assessed using CASP checklists for selected docu-
ments. Endnote 20 was utilized to select and review articles and manage references, and MAXQDA 2020 was used
for content analysis.

Results A total of 37 documents, including 18 review, 9 qualitative and 10 mixed-method studies, were identified

by literature search. Based on the findings, six core categories (including health information governance goals, advan-
tages and applications, principles, components or elements, roles and responsibilities and processes) and 48 subcat-
egories were identified to form a unified general framework comprising all extracted dimensions and components.

Conclusions Based on the findings of this scoping review, health information governance should be regarded

as a necessity in the health systems of various countries to improve and achieve their goals, particularly in developing
and underdeveloped countries. Moreover, in light of the undesirable effects of the coronavirus disease 2019 (COVID-
19) pandemic in various countries, the development and implementation of health information governance models
at organizational, national and international levels are among the pressing concerns. Researchers can use the present
findings as a comprehensive model for developing health information governance models. A possible limitation

of this study is our limited access to some databases.
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Introduction

The value of information in the healthcare industry

The healthcare industry is rapidly evolving while many
new demands are emerging, among which there is a fun-
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facilitate high-quality care, accurate research, favora-
ble patient outcomes, cost-effective risk assessment and
strategic decision-making [6]. Consequently, managing
and controlling data and information in health organiza-
tions are regarded as the core fundamental requirement
in these organizations.

What is information governance?

Timely and effective management of crucial informa-
tion constitutes a pillar of support for any organization
[7]. In this regard, most organizations have devoted time
and resources to the development of information gov-
ernance systems to provide specific solutions at any time
or location [7, 8]. The concept of information govern-
ance has been around since the early twentieth century
when organizations began to develop effective and com-
prehensive management of data and information. Many
consider it to be the effective management of knowledge
assets [9, 10]. Information governance is an enterprise-
wide accountability framework that promotes appropri-
ate behavior when handling information-related matters
[8, 10, 11]. This concept encompasses the processes,
rules, standards and criteria that guarantee an organiza-
tion’s effective and efficient use of information to achieve
its goals. Information governance also encompasses the
entire information life cycle, including how information
is created, stored, used, archived and discarded. In addi-
tion, this concept determines who should have access to
specific information when and how [1, 4, 6, 12—-15].

Health information governance (HIG)

Information governance in the healthcare industry is a
relatively new concept. Primary efforts in this field date
back to 1997, when the National Health Service of Eng-
land (NHS) developed the Caldicott Principles [3]. They
initiated the practice of information governance in the
health sector in 2002 [16]. Legal, regulatory and infor-
mation security requirements shape the primary drivers
for developing information governance programs in vari-
ous organizations [16, 17]. In healthcare organizations,
however, quality control and confidentiality of the ever-
increasing volumes of information are crucial. Therefore,
creating information governance programs is essential to
improve care quality and achieve satisfactory results for
patients and other stakeholders [1, 16].

The necessity of HIG

According to Smallwood: “Bad information [in
health] means people could die” [16]. The United States
has the most expensive healthcare in the world; however,
medical mistakes are the third reason for death in this
country [18]. To explain the necessity of HIG, it is impor-
tant to consider some experts’ opinions; Smallwood
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explained in 2019 that one possible reason for the over
250,000 people dying from medical mistakes each year in
the U.S. [18] is poor information governance [16]. More-
over, Riegner believes that the cause of major failures and
problems during the coronavirus disease 2019 (COVID-
19) pandemic is the lack of global information govern-
ance [19]. Conversely, a recent book published by OCED
Library highlights South Korea, one of the countries with
the best results against COVID-19, has one of the strong-
est health data and information governance [20].

Information governance is essential for enhancing
healthcare outcomes in several ways; accurate, reli-
able and current information greatly benefits popula-
tion health and care provision by enabling better clinical
decision-making and reducing medical mistakes [8, 16,
21]. An example is the electronic health record system
that assists medical specialists in accessing information
about a patient’s medications, allergies and more [22]. In
addition, HIG enables seamless sharing of patient data
among different healthcare providers, facilitating better
care coordination, especially for patients with complex or
chronic conditions who may see multiple specialists [23].
Furthermore, HIG can lead to (1) more efficient health-
care delivery through effective data management [24], (2)
enhanced population health management by analyzing
big data to identify trends, risk factors and opportuni-
ties for preventive care [25], (3) advancements in medical
research and treatment protocols [26] and (4) empower-
ment of patients to play a more active role in their health-
care decisions [21, 24].

HIG best practices

Despite the brief history of HIG, numerous studies have
emphasized its significance [16, 27]. In addition to Eng-
land, some other countries, such as Canada, Australia
and the United States, have developed and implemented
HIG models [2]. Information Governance Principles for
Healthcare (IGPHC) and the associated maturity model,
developed in 2014 by the American Health Information
Management Association (AHIMA), are among the most
recent and comprehensive efforts in this field. IGPHC
is a framework that includes eight fundamental princi-
ples for HIG [8, 28]. In addition, various models of HIG
have been developed based on research reports. Each
model introduces specific dimensions and components,
mostly built upon the fundamental principles proposed
by AHIMA. Slight nuances depend on the study back-
ground, aim and geographical location.

Objectives

Apart from the models presented and used by the pio-
neering countries, no other comprehensive resources
were found for studying and obtaining ideas for using
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or developing novel models of HIG; indeed, despite the
booming growth of the healthcare industry, concerns
have been raised about the lack of information govern-
ance programs [2, 10, 16]. Therefore, the present study
aims to:

1. Map the existing literature on HIG models to identify
the types of models used by pioneering counties and
explore the available resources for developing novel
models.

2. Identify the dimensions and components of existing
HIG models and identify any potential knowledge
gaps.

3. Explore the relationship between HIG factors and the
enhancement of healthcare systems and services.

By achieving these objectives, this scoping review will
provide a clear understanding of the current landscape of
HIG models and their impact on healthcare. It will also
identify areas for further research and development of
more comprehensive and effective HIG programs.

Methodology

This scoping review was conducted based on the five
steps outlined by Arksey and O’Malley [29]: (1) formulat-
ing the research question, (2) searching for relevant liter-
ature, (3) selection of eligible studies, (4) data extraction
and (5) analysing and describing the results. In addition,
we followed the Preferred Reporting Items for System-
atic Reviews and Meta-Analyses Extension for Scop-
ing Reviews (PRISMA-ScR) reporting guidelines [30].
No protocol was registered for this review. The scoping
review methodology was selected due to its relevance to
the clarification of key concepts in literature and identify-
ing key characteristics or factors related to the concept of
HIG [31].

Search strategy and information sources

The search strategy for electronic databases was devel-
oped, piloted and refined by the team’s librarians. After
finalizing our search in PubMed through an iterative
process involving pilot tests, we completed a systematic
search of PubMed, Scopus, Web of Science, ProQuest

Table 1 Inclusion and exclusion criteria for articles
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and Google Scholar for relevant published articles up to
July 2022 and updated until June 2024; there was no time
constraints for publications and records. Furthermore,
the reference lists of all included studies were manually
scanned to identify any relevant investigations suitable
for inclusion. Search strategies by the following two cat-
egories of keywords using Boolean operators are pre-
sented in ‘Supplementary Table 1, Additional file 1”:

(1) (‘information governance’ OR ‘data governance’ OR
‘knowledge governance’ OR ‘information policy’).

AND (2) (health* OR medical OR clinical OR
hospital®).

Eligibility criteria
The criteria for the inclusion and exclusion of articles are
listed below (Table 1).

Study selection

After conducting a literature search, we imported the
results into Endnote 20 (Thomson Reuters, New York,
NY). Two reviewers used Endnote 20 to screen the arti-
cles. After removing duplicates, two reviewers indepen-
dently read and reviewed the title and abstract of each
document to determine if it met the inclusion criteria.
Publications that were deemed potentially relevant were
retrieved in full text and screened by two independent
reviewers. Any disagreements between the reviewers
were resolved through discussion. If consensus could not
be reached, a third reviewer made the final decision.

Data quality assessment

After the selected articles were rechecked, two inde-
pendent authors assessed each document using the
CASP quality assessment checklists. We have used CASP
checklists for review articles, case—control articles and
qualitative research, which have 10, 12 and 10 questions,
respectively. The validity, results and clinical relevance
are the three main areas covered by CASP checklists [32].
We changed the possible answers for each item from yes
or no to yes and no or unclear to reflect methodological
quality (Supplementary Fig. 1, Additional file 1). All doc-
uments with a total score of six or more were considered
as the research population. Two of the articles, which
scored five, did not meet the required score. However, to

Inclusion criteria

Exclusion criteria

- Articles related to a health information governance system or program
- Research studies devoted to the development of a governance model
in the field of health

- Articles published in English

« Articles such as letters, conference articles, studies on information
governance or data governance but not in the health systems and organi-
zations and other pieces of writing that cannot provide appropriate
information

« Documents whose full-text format could not be accessed
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prevent potential bias and to include a diverse range of
related literature, the reviewers decided to include these
articles in the final collection of selected articles.

Data extraction

Eventually, 37 articles underwent in-depth analysis and
information extraction after their quality was confirmed.
A data charting form was developed and the first 10
articles were piloted by the reviewers. Data extracted
included study characteristics (first author, year, country
of affiliation, article type, study setting), type of health
governance investigated and the summary of the find-
ings. Excel-formatted integrated data charting form was
used to compare, combine and classify the results and
findings. Data were extracted by a single reviewer and
validated by the second reviewer. If any disagreement
happened, it was resolved by discussion.

Statistical analysis

The content analysis results of the reviewed articles
were arranged in chronological order, and the qualita-
tive data analysis software MAXQDA 2020 was used
for the thematic analysis of the findings to achieve more
accurate results and to extract valid and documented
themes. MAXQDA is suitable for content analysis due
to its strong coding capabilities, powerful visual tools,
advanced search features and sharing and collaboration
features [33]. We primarily have used this software for
its ability to share data among reviewers, visually organ-
ize codes (especially important due to the wide range
and complexity of our study’s data) and help to identify
key themes. To prevent any bias, we manually coded
the literature and did not use electronic coding tools in
MAXQDA to generate the codes. The codes were gen-
erated based on the concepts in the text. Then, related
codes were grouped together based on their similarities
and differences and labelled to form descriptive themes.
The main themes were then identified. Data analysis and
grouping were independently carried out by two review-
ers. Any discrepancies were resolved through discussion
with a third reviewer.

Results

Search results

The initial database search resulted in the retrieval of
3955 records. After eliminating inappropriate docu-
ments, remaining 37 titles aligned with the objectives
were chosen for in-depth inspection, extraction of the
dimensions and components and content analysis (see
Fig. 1).
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Publication characteristics

The characteristics of the articles reviewed are sum-
marized in ‘Supplementary Table 2, Additional file 1.
The publication date of the chosen articles fell between
2003 and 2024 despite the absence of a certain time
limit during the document search phase. The majority
of the articles (over 70%) were published between 2011
and 2020. Additionally, the fewest articles were pub-
lished between 2003 and 2010. The document types were
review, mixed-methods and qualitative, respectively. In a
scoping review, a wide range of articles can be included,
such as review articles, as selected sources. Using a vari-
ety of sources can help provide a more comprehensive
and in-depth view of the topic under discussion [34—-37].
In most articles, the data collection tool was a litera-
ture review, an interview guide, a questionnaire, a data
collection (charting) form, or a combination of these.
Furthermore, there were eight articles where no infor-
mation was available about the data collection tool, and
these were labelled as ‘not specified. More than 60% of
the articles analysed their data using the content analy-
sis method. Descriptive statistics, inferential statistics,
framework analysis and thematic analysis were the other
used data analysis methods. Additionally, seven articles
did not demonstrate their analysing method, labelled as
‘not specified’ in the table. Sixteen of the Included studies
dealt with information governance, 12 with data govern-
ance, and the remaining nine examined various aspects
of health-related IT governance, digital data governance,
indigenous data governance, clinical governance and
information security governance.

Findings

The process of classifying and codifying the results
yielded six themes or main components (including infor-
mation governance goals, applications of information
governance, principles, components or elements, roles
and responsibilities and information governance pro-
cesses) (Fig. 2).

The goals of information governance in the health system
The first theme extracted from the literature review
introduced ‘the goals of HIG’ based on the needs of the
health system and information governance stakeholders
(see Table 2).

According to the results, ‘providing high-quality health
care’ is the primary goal of health information govern-
ance. This goal can subsume and serve as a precondition
for the other goals. Effective and efficient management
leads to high-quality care, which in turn generates high-
quality data, boosts productivity and lowers healthcare
costs [6, 38—40]. Numerous studies have emphasized
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Fig. 1 PRISMA flow diagram of included studies

that access, security and privacy of highly sensitive health
data and information are among the most important
goals of HIG [6, 22, 40, 41, 44, 47]. According to our find-
ings, the common objectives of HIG programs in various
contexts are aligned with the organizational objectives of
healthcare systems, which ultimately lead to client satis-
faction and trust. Several studies have stated that gaining
and maintaining the clients’ trust is the ultimate goal of
HIG and its effectiveness [22, 41, 42, 44, 45, 48].

Advantages and applications of HIG

The second theme derived from the review includes
their ‘advantages and applications, which are related
to the system goals and contribute to the realization of

those goals. Table 3 presents five primary applications
of the HIG systems and their respective constituents.

Cost reduction and economic improvement 'The first
identified category in the theme of advantages and
applications of HIG, can be viewed as an application
and primary goal not only in health organizations but in
all organizations that use information governance pro-
grams. This theme is divided into eight subcategories,
such as ‘savings in service provision, resource allocation
and procurement, time and information costs’ [8, 22,
38, 39, 49, 51, 52]. These categories ultimately emerge
within the eighth subcategory labelled ‘business intel-
ligence’ [38]. In fact, business intelligence can be viewed
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Information
Governance

Fig. 2 HIG main components

as a concept encompassing the seven preceding subcat-
egories.

Improved quality of and access to healthcare ser-
vices According to the second category identified under
the advantages and applications, HIG can improve the
quality of service delivery in diverse ways within health
organizations: planning for the management and optimi-
zation of community health by increasing the potential for
high-quality health service delivery and fair access to ser-
vices for different segments of society, improving the abil-
ity to follow up on high-quality results, increasing coop-
eration and interaction with doctors and, thus, reducing
medical errors, improving and optimizing the health
services received by patients, enhancing the efficiency
and effectiveness from various perspectives as regards
the health organizations services and interaction with all
potential stakeholders, as well as identifying defects and
risk management [8, 22, 38, 39, 49].

Table 2 Health information governance goals
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Management and policymaking at different levels
of healthcare organizations The present study divided
the levels of health care organizations for managing and
policymaking into macro levels, inter-organizational and
organizational levels. At the macro-organizational level,
HIG leads to the planning, determination and imple-
mentation of rules, policies and standards. Moreover,
the specification of roles and responsibilities, approaches
related to medical equipment management, restrictions
on information access and decision-making processes are
among the additional advantages of information govern-
ance at the macro level of healthcare organizations [8, 22,
38, 39]. One of the benefits of HIG in inter-organizational
management is the monitoring and assessing compliance
with rules, as well as the cooperation and competition
between organizations [22, 40, 49]. Finally, issues such as
improving organizational performance, supporting stra-
tegic decisions, resource management, reducing repeti-
tive actions and enhancing patient interaction have been
cited as benefits of HIG at the basic organizational level
[8, 22, 45, 51].

‘Creation of a culture of trust’ and ‘Information and knowl-
edge management’ These are the last two categories
identified in relation to the advantages and applications
in the present study. Among the subcategories associ-
ated with the theme of establishing a ‘culture of trust’ are
the ‘sharing of data and information’ and the ‘considera-
tion of privacy, security and reliability’ [8, 40, 45, 51]. In
the realm of ‘information and knowledge management,
data and knowledge are treated as assets, and their poten-
tial benefits to an organization are discussed at length.
These benefits include, but are not limited to, increased
productivity, better decision-making and new avenues for
health research [8, 22, 51, 52].

In reviewing the selected studies, we found a consen-
sus regarding the applications of HIG programs; in fact,
most studies have mentioned all five applications listed
in the table, along with the corresponding components,

No Goal

Articles

1 Providing quality healthcare
2 Providing economic health services

3 Equitable access to healthcare information and services
4 Data security

Marcelo et al. [38], Rouzbahani et al. [39, 40], Kadlec et al. [22], Holly et al. [41]

Marcelo et al. [38], Rouzbahani et al. [39, 40], Foy et al. [42], Bruhn et al. [43], Willison
etal. [44]

Dong and Keshavjee [6], Marcelo et al. [38], Rouzbahani et al. [40], Holly et al. [41]
Dong and Keshavjee [6], Rouzbahani et al. [40], Foy et al. [42], Willison et al. [44], Were

et al. [45], Laurie et al. [46], Holly et al. [41]

5 Compliance with legal obligations and privacy protection
[45]

6 Dependability

Dong and Keshavjee [6], Kadlec et al. [22], Foy et al. [42], Willison et al. [44], Were et al.

Dong and Keshavjee [6], Kadlec et al. [22], Willison et al.[44], Holly [41]
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the only differences being in their scope and depth. The
compatibility of applications with the stated HIG goals
and definitions is one of the most important aspects of
this section’s findings. Gartner’s definition pertains to
the applications of information management and the
establishment of a culture of trust, which includes roles,
policies, standards and criteria that considers effective
use of information as a prerequisite for ensuring the
achievement of organizational goals [22, 55]. Smallwood
also included the accuracy and security of the data in
his definition [6, 16]. Donaldson and Walker introduced
information governance in 2004 as an organization-wide
movement towards confidentiality, integrity and secure
access to information [55]. In addition, Panian’s (2010)
definition emphasizes adopting management and policy
applications, fostering a culture of trust and enhancing
the quality and accessibility of healthcare services [43].
The Association of Records Managers and Administra-
tors (ARMA) highlights the policy and management
aspects of information governance [39]. Additionally, the
AHIMA has pinpointed the importance of information
management in the health sector, as reflected in Briggs’
(2013) definition [39].

HIG principles

The principles of HIG, comprising 13 components,
emerged as the third theme in this analysis. In this
regard, the majority of reviewed studies reflected a con-
sensus. These principles are presented in Table 4.

The eight IGPHC principles developed by AHIMA
are accountability, transparency, integrity, protection,
compliance, availability, retention and disposal [6, 8,
49, 56, 57, 59, 65]. In addition to these eight principles,
the developed HIG programs have also developed con-
cepts such as consent, participation, continuous quality
improvement, independence and justice and effective-
ness and efficiency. In practice, however, there are minor
differences in the principles based on the goals and
approaches of the programs.

Transparency The first category under the principles
theme is transparency, which presents all decisions, poli-
cies and measures related to the use of data in a way that
is accessible to stakeholders and the public in an effort
to gain and maintain trust [6, 8, 40, 44, 56]. However, it
is emphasized that maintaining the confidentiality and
controlling access to confidential information does not
conflict with transparency, and healthcare organizations
should consider their obligations in this regard [56].

Accountability ‘Accountability’ is predicated on the
presence of a senior leader who should assist vari-
ous groups in developing, implementing and updating
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a comprehensive HIG program [56]. Two applicable
digital health governance principles, noted by Marcelo
et al. [38], are ‘responsibility and accountability, where
an accountable person is defined as someone who is
responsible for making decisions and taking actions
related to digital health. The principle of accountability
also involves digital health responsiveness to the health
system priorities and its ability to balance the compet-
ing needs of various stakeholders [38]. Laurie and Sethi
have defined responsibility and accountability as funda-
mental principles in the framework of good health gov-
ernance. According to their view, this principle refers to
the responsible use of health data in scientific studies
directed by the goals of the relevant organizations and
includes 15 key subareas [46].

Integrity 'The third principle of HIG identified in this
study is ‘integrity, ensuring a reasonable and adequate
level of information authenticity and reliability for the
organization. This principle seeks to ensure the accu-
racy of information through the design and implemen-
tation of governance processes and procedures that gov-
ern the production, use and maintenance of information
[40, 57, 58].

Protection ‘Protection’ is the fourth category under the
theme of HIG principles. It involves ensuring the confi-
dentiality and security of sensitive information, which is
essential for strong information governance programs.
In various studies, it is emphasized as protection [6, 40,
57,61, 62, 65], confidentiality [38] or security and confi-
dentiality [58]. According to the principle of protection,
information has varying degrees of sensitivity that must
be classified and safeguarded throughout its lifetime.
Additionally, this information must be protected at the
source and throughout the ecosystem of the healthcare
organization [57]. The six principles developed by the
Caldicott Committee address the use of patients’ per-
sonal data and compliance with their security and confi-
dentiality, demonstrating the significance of health data
protection [60, 66]. Also, protection is regarded as an
essential component of the digital health governance
[38, 64].

Compliance The next principle is ‘compliance;, which
requires the information governance system to operate
legally and ethically. Neglecting compliance can result
in the organization’s inability to deliver quality services
[59]. In line with the compliance principle, Willison et al.
developed the principle of obedience to the rule of law to
gain and maintain public trust [44]. The same definition
further highlights the importance of compliance with the
rule of law in digital health governance [38].
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Availability In theory, the most important goal of avail-
ability is to gain the organization’s trust, as a lack of access
to the right information at the right time can put patient
care at risk [59]. Marcelo et al. believe that timely access to
reliable and high-quality health data improves the surveil-
lance of infectious diseases, enables more targeted allo-
cation of health resources, expedites the response to the
community’s healthcare needs and facilitates the moni-
toring of care quality [38].

Retention and disposal The ‘retention’ principle can
contribute significantly to the success of HIG programs.
An organization’s ability to maintain all the necessary
information is of utmost importance in light of the fact
that organizations produce and store vast amounts of
data (mostly electronically) [65]. Retention is one of the
accentuated principles in NHS’s HOURS model [58]. Part
of the principles of digital data governance refers to the
establishment of an independent, long-term data stor-
age and management program [64], which contrasts with
HIG’s principle of retention in certain ways. To reduce
potential losses and expenses, IGPHC states that certain
types of data must be deleted after their retention periods
have expired [65]. This highlights the importance of ‘dis-
posal’ as the next HIG principle. Based on this principle,
information has a shelf life, and when the organization no
longer requires it, it becomes a burden and must be dis-
posed of in accordance with the rules of the retention plan
[65].

Consent ‘Consent’ is a route for voicing preferences and
the need for being treated with dignity [40]. If consent
cannot be obtained for the use of personal data, accord-
ing to Laurie and Sethi, two specific actions can be taken:
anonymizing the data as much reasonably as possible
and obtaining permission from an appropriate regula-
tory body [46]. Anonymization involves removing clients’
identity information from data sets to protect privacy so
that they can be used legally for other legitimate purposes
[47].

Participation ‘Participation’ is a further category identi-
fied in this review under the principles theme, by which
anyone affected by the health sector decisions can make
their own contributions to this process [38]. When indi-
viduals are unable to make decisions about their personal
information, it is crucial for them, including patients and
other stakeholders, to have the opportunity to have input
throughout the governance process [44]. The primary
objective is to gain and maintain the stakeholders’ trust.

Continuous quality improvement, independence and effec-
tiveness According to the ‘continuous quality improve-
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ment’ principle, the process of information govern-
ance deals with the provision of accurate and up-to-date
data and services to establish and uphold trust [44, 51,
64]. Impartiality, fairness, independence and inclusive-
ness, with the same objective as the quality improvement
principle, are intertwined with the fair presentation of
the information governance program’s benefits [38, 44].
Finally, ‘effectiveness and efficiency’ were the last category
identified in the theme of principles in HIG, which deals
with ensuring the fulfilment of the organization’s compre-
hensive goals and its efficiency in obtaining the highest
efficiency as a result of its activities. The ultimate goal of
this principle is to gain and maintain the stakeholders’
trust and achieve the organization’s business goals [38,
44].

HIG components or elements
The fourth theme resulting from the study review (i.e.
HIG components or elements) consists of 11 compo-
nents that characterize the fundamental components of
information governance models according to the estab-
lished principles (Table 5).

Rules, standards and policies The focus of HIG pro-
grams is on the categories of laws, standards and policies,
which have been occasionally discussed either as distinct
categories or complementary components in some stud-
ies. Due to their fundamental proximity and alignment,
‘laws and standards’ were determined to be the first cat-
egory in this study, followed by ‘policies and guidelines.
Legal requirements and standards are also introduced as
the fundamental components of information governance
in the ARMA and AHIMA definitions [39, 49]. The Data
Governance Institute (DGI) has introduced the laws and
rules of interaction, which include policies and standards,
as one of its three core categories of governance compo-
nents in data governance [6]. In addition, other studies
have identified legal requirements, policies, standards and
implementation of standards as the principal components
of HIG programs [48, 54, 61, 62].

Compliance with information governance policies and
procedures enables healthcare organizations to meet
legal and regulatory requirements and ensures the safety
and quality of patient care [57]. Consequently, policies
and strategies may be conceived as including rules and
standards, the prominent aspects of which may include
data protection, freedom of information, confidentiality
and information security. Other categories of interest are
document and records management, policy for determin-
ing the responsibilities of key stakeholders, operational
and training directives, the framework for organizational
costs, policies related to setting objectives and develop-
ing strategic plans [6, 40, 49, 53, 62, 63, 67].
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Table 5 Components or elements of health information governance

Components or elements

Subcategories

Rules and standards
Policies and guidelines
Information management

Data governance

Information technology governance
Information security governance
Risk management

Human resource

Quality management

Project and change management

Audits

Determining rules, reqgulations and standards
Developing policies, guidelines, directives and strategic plans

Information life cycle management; information quality and integrity management; life cycle management;
and document quality

The mission and vision of the data governance program; data structure and architecture; data modelling; data life
cycle management

Policy and decision-making, planning and resource allocation and management; information technology man-
agement; determining the architecture of information technologies

Information security management; protecting all health information to ensure confidentiality, integrity
and access; ensuring business continuity

Identifying and assessing risk; developing appropriate policies to prevent and control events that threaten
and violate the security and privacy of data and information; developing policies for data recovery after a crisis

Development of suitable criteria for employee recruitment; defining jobs, roles and responsibilities; employee
identification and selection process; lifelong training and learning; employee knowledge management; perfor-
mance evaluation and reward system

Defining and compiling quality criteria; monitoring and evaluating the system at regular intervals; providing
appropriate decisions to eliminate shortcomings and improve the program; evaluating the effectiveness of ser-
vices and user satisfaction

Evaluating and analysing structures; formulating appropriate policies and procedures for developing structures
and processes; aligning with new technologies and keeping structures up to date; developing and enriching jobs
in line with structural changes

Documenting activities related to information and strengthening the reliability and integrity of information; man-

aging financial affairs and asset identification; possible external validation; activating business intelligence

Information management ‘Information management’
addresses the management of the life cycle of informa-
tion, from production to disposal, which is a crucial
issue for health organizations and all organizations.
Information management can handle the entire life
cycle of information, including how to create, store, use
and archive information. In addition, information man-
agement determines who should have access to par-
ticular information, when and how [6]. Notably, ‘docu-
ment management’ and ‘quality assurance’ are listed as
one of the subcategories of information management
in the current study, because information management
can also encompass documents. In addition, informa-
tion life cycle management comprises the following
steps: generation and collection, analysis, access and
use, storage and organization, dissemination, disposal,
exchange, quality management and integrity of informa-
tion [22, 39, 50].

The remaining three categories in the current study
introduced as essential categories for HIG elements are
the governance program types. Due to the expansive
nature of the concept of information governance, data
governance, IT governance and information security
governance are introduced as the subsets of informa-
tion governance in several studies. Moreover, it has been
acknowledged that the umbrella term ‘information gov-
ernance’ subsumes these three governance concepts [22,
40, 49, 58, 62].

Data governance Data governance is the processes, poli-
cies, standards and technologies necessary for an organi-
zation to manage and ensure data availability, quality,
consistency, auditability and security [43]. Data managers
establish policies and procedures governing the defini-
tion, accessibility, protection, archiving, ownership and
integrity of data to ensure the precision and security of
them [6, 16, 52]. Furthermore, since health data is the
foundation of any governance process, it is logical to pri-
oritize data governance as one of the primary categories
within the HIG elements theme.

Information technology governance Dong et al. have
emphasized that information governance and informa-
tion technology governance are inseparable in nature.
Effective information governance programs require IT
assistance to manage information governance policies and
processes, engage stakeholders and guarantee data qual-
ity. Additionally, information in the IT sector is crucial for
identifying the appropriate technology that can support
information governance, and technology investments
should support the mission and vision of information gov-
ernance [6]. According to Datskovsky et al., information
cannot be trusted unless the technology infrastructure on
which it is created, used, maintained and stored is reli-
able by itself [57]. The category of information technology
governance in this study differs from other studies [40, 57]
in treating information technology management as a sub-
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category of information technology governance. This is
because the information technology governance category
encompasses all other aspects of the concept of informa-
tion technology management.

Information security governance and risk manage-
ment ‘Information security governance’ is the third
aspect of governance patterns identified in the current
study as one of the categories related to the theme of HIG
elements. The objective of information security govern-
ance in healthcare is to safeguard all health-related data
to ensure their confidentiality, availability and integrity.
This is crucial to maintain business continuity, reduce
risks and demonstrate best practices and compliance [62].
Furthermore, information security governance tended to
fully incorporate information security management in an
attempt to comply with legal and professional require-
ments [62]. The first part of the Information Security
Management Standard in the NHS HOURS series high-
lights the information security best practices such as
security policy, security organization, asset classification,
control, communication, operations, management, access
control, systems development and maintenance, business
management and compliance. Numerous studies have
repeatedly referred to information security aspects, either
as a separate category or in conjunction with such catego-
ries as laws, policies and standards [39, 51, 58, 60, 62, 66].
Some studies have also recommended information secu-
rity as a subcategory of risk management [22, 39, 40, 49,
53, 57, 60, 62, 66]. Information security is ascertained as
a distinct category from risk management in the present
investigation due to its high rate of sensitivity and sali-
ence as well as the increasing emphasis on these two fac-
ets of information governance. Risk assessment is a secu-
rity process that entails considering potential threats and
risks to data, creating policies and procedures for security
officials and other staff to follow and designing appropri-
ate protective measures in the healthcare sector [62]. Rec-
ommended methods for risk management involve clear
reporting culture, regular risk recording, risk reduction
in patient-related processes, quality impact assessments,
continuous risk reduction, service speed and scale devel-
opment and innovation and transformation [53].

Human resource ‘Human resource management’ is
another category identified as an element of HIG mod-
els that encompasses all processes related to employees
and human resources; it is also regarded as an essential
and valuable aspect for both the health sector and other
organizations. Among the significant issues that must be
addressed in this category are employee knowledge and
skills, knowledge expansion and training and strategic ori-
entation [50, 53, 54, 62]. In addition, time management
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and the optimal utilization of employees’ knowledge, skills
and competencies are considered as important factors in
this field [53]. This category has a direct relationship with
the principle of compliance, as workforce training ena-
bles individuals to align their activities with policies and
help appreciate their significance [57]. Alternatives for
participation and consensus may include open meetings,
public workshops, national associations, advisory com-
mittees, satisfaction surveys, conferences and national
health associations [53].

Quality management In light of the significance of
assuring the quality and integrity of healthcare informa-
tion [22], the next theme of the elements of HIG patterns
is ‘the quality management, which can be characterized
by factors such as reducing and adjusting mortality data,
improving clinical results, improving research results,
positive patient feedback, providing fruitful services and
enhancing the treatment goals for appropriate and timely
care [53]. Notably, adhering to information governance
policies and procedures can assist the organizations in
meeting legal requirements and ensuring the safety and
quality of patient care [57].

Project and change management Since the modern era
necessitates routine monitoring of the organizational
structures and infrastructures [57] to identify and modify
possible shortcomings and lower the rate of related risks,
‘the project management and change’ category emerged
in the present study as a defining category within the
elements of HIG. This category is a combination of ‘the
monitoring category’ and ‘audit and change management
category’ Rouzbahani et al. [40] reported in their study;
in the present study, it is merged into a single component
due to overlapping major themes.

Audits ‘The audit category’ is the final category men-
tioned in the theme of the elements of HIG patterns iden-
tified in the current review. In addition to emphasizing
the financial and commercial aspects of the organization,
this category documents the information-related activi-
ties, thereby enhancing the reliability and integrity of the
desired information [57]. Better system performance and
gaining the satisfaction and trust of stakeholders are the
end results of audit cycles in the areas of service provision,
financial affairs, research results and information assets,
as well as audits of changes adopted in practice.

Roles and responsibilities (of individuals) in HIG programs
Officials, policymakers and executives make up the back-
bone of ‘the roles and responsibilities’ theme. Table 6
describes the levels and responsibilities of each official, as
well as their respective duties.
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Based on the present study, the roles and responsibili-
ties of HIG are presented separately at three organiza-
tional levels, as shown in Figs. 3, 4 and 5.

Senior level 'The executive director is the first and most
crucial role at the senior level. This position is central
to the accountability principle of the HIG program and
is regarded as the primary position accountable for the
program’s design and implementation [56]. Baskaran et al.
believe that information governance principles should be
communicated downward through a more robust leader-
ship structure than at the board level [68]. The key respon-
sibilities of executive director include: ensuring timely
and budget-conscious project completion, taking respon-
sibility for regulatory compliance policies and, most
importantly, overseeing the development, implementa-
tion and revision of policies and procedures to maintain
the organization’s integrity [22, 40, 69]. Chief Executive
Officers, Chief Information Officers, Chief Legal Offic-
ers and Chief Medical Officers are examples of executive
directors who may be accountable for smaller task-related
departments [56].

In most cases, the second role and responsibility at the
organization’s senior level falls on the senior director of
the information governance program. In some studies,
this position is referred to as the Caldicott guardian [66,
67], who is typically a senior expert in the health field and
has the most significant responsibility for protecting the
confidentiality of patient information.

The third senior-level role is the core team with execu-
tive leadership, composed of representatives from clini-
cal, business and technology domains. This group is
responsible for making final decisions on proposed policy
or procedure changes and ensuring the proper resolution
of operational or data issues [22, 40]. Principal members
oversee the decision-making principles and protocols,
organizational barriers, expansion and strengthening of
partnerships and interaction with institutions, the needs
of stakeholders, as well as the implementation of govern-
ance mechanisms [52, 70].

Senior information risk management is the final role
identified in the present study for the organization’s
senior level. This role, also known as the manager of
information-threatening risks, is highly reliant on the
regulations and policies of countries. There is a critical
emphasis on the importance of stressing context-specific
confidentiality and information security protection [49,
67].

Middle-level Managers of organizational information
governance must foster an environment conducive to
change and provide employees with precise descriptions
of individual responsibilities and penalties for violations.
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In addition, these managers are responsible for assessing
the efficacy of training on information governance and
identifying the training needs of employees [68]. Data
steward [22, 69], data manager or controller [40] and data
protection officer [66, 67] are all terms that have been used
to refer to the role of data manager. The data manager
or steward reports to superiors on all matters concern-
ing data protection. Among these factors, we can men-
tion information governance risks for the organization,
privacy concerns and suggestions for potential changes
or updates involving personal data processing [67]. Man-
agement of information assets or owners of information
assets deals specifically with managing people’s informa-
tion assets and ensures compliance with policies and laws
pertaining to their protection.

Information technology management [22, 67], manag-
ing the legal and financial department [22, 68] and qual-
ity and compliance management [22] are a few examples
of roles at the middle level of an organization sporadi-
cally mentioned in various studies. The definition of each
responsibility depends on each organization’s context and
target policies. Information technology management is
responsible for developing and implementing appropri-
ate information security methods and protocols to ensure
compliance with data protection laws [67].

Operational-level The operational level is the third and
final organizational level identified in this review, which
consists of operations managers and employees who, in
practice, must abide by the laws and policies of HIG in
conducting their tasks and execute and implement the
principles of information governance at this organiza-
tional level [40, 67, 68].

Processes in HIG programs

“The process, as the final theme emerging from the pre-
sent review, is a lesser-studied and less-mentioned com-
ponent of HIG programs. What appears to be the root
cause of this phenomenon is the dependence of the pro-
cess dimensions to the geographical, activity, goal and
organizational contexts in which the HIG program is
being developed. Renaud’s point of view can be used to
corroborate this assertion; he thinks the process is more
similar to a delicate tool that needs to be built with care,
deployed selectively and used under close supervision
in a supportive setting so that human elements are not
dehumanized [55]. Therefore, one could argue that the
definition of a process and procedure in information
governance and HIG programs depends on the activity’s
context, the desired field and the organization’s policies.
Indeed, it is impossible to determine a fixed and specific
procedure for all programs of HIG. The current review
has identified four core categories and nine subcategories
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Fig. 3 Roles and responsibilities at the organizational senior level

within the theme of HIG processes based on different
processes narrowly developed and reported in previous
studies (Table 7). These core categories and subcategories
have specified the development and implementation of
the information governance program in a comprehensive
manner. Policy making, decision-making, planning and
implementation begin with an objective assessment of
relevant factors such as assets, risk, capability and crite-
ria and progress by a logical sequence that culminates in
the monitoring of outcomes following policy implemen-
tation and outcome monitoring [6, 38, 55, 62].

Discussion

This review compiled and analysed previous research
on HIG-related programs in an effort to unravel its vari-
ous facets and constituents. The objective was providing
a comprehensive picture of the studies conducted and
the programs developed, as well as suggesting a frame-
work encompassing all existing dimensions. The study
was conducted with 37 articles selected from the review
of related studies, and the results led to the develop-
ment of six core categories and 48 subcategories for HIG

programs. Figure 6 provides a summary of the findings
from the review of the articles.

The first theme derived from the review of studies
identifies ‘the HIG goals, comprising six subcategories:
providing quality healthcare, providing affordable health
services, ensuring equitable access to healthcare infor-
mation and services, preserving data security, meeting
legal obligations and fostering trust. Smallwood defines
information governance as ‘comprehensive policies and
processes to optimize and use information while keep-
ing it secure and complying with legal and privacy obli-
gations, in line with stated organizational business goals’
[16] Moreover, according to Willison et al., the three pri-
mary objectives of HIG are to optimize the use of data
to achieve business objectives, to maintain data security
and to comply with legal and privacy requirements. In
addition, gaining and maintaining the trust of patients,
stakeholders, data providers and the general public are
described as the objectives for using data in public inter-
est research [44]. According to Kadlec, the main objec-
tive of HIG programs is to proactively and effectively
manage the increasing volume of information collected
and maintained daily [22]. Various studies have pointed
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to broader goals for HIG programs, such as improv-
ing and maintaining the health of the community [38],
establishing effective and efficient management of infor-
mation, improving productivity and effectiveness of ser-
vices [39], enhancing the desire to maintain a competitive
advantage, ensuring better performance and results of
organizations and promptly responding to information
requests [22]. As reflected by the focal points of the stud-
ies as well as goals focused on local and specific fields and
after eliminating some overlaps, the current study has
identified six comprehensive goals as categories associ-
ated with this theme.

The second theme derived from the studies analysed
in this review is ‘the advantages and applications of HIG;
comprised five core categories and 39 subcategories. The
core areas of focus for this theme are ‘cost containment
and economic growth; ‘healthcare quality and avail-
ability] ‘healthcare management and policymaking at the
macro, inter-organizational and organizational levels;
‘trust building’ and ‘knowledge management’ It is con-
ceivable that the benefits and applications of HIG are
logically consistent with the goals of these programs, and
the existence of some overlap between these two primary
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categories is not unanticipated. In his study, Kloss argues
that improving organizational performance, reduc-
ing costs, and minimizing risks are the true benefits of
information governance in organizations [71]. Moreover,
according to Willison and colleagues, the expectations
and, consequently, the applications of HIG programs
from the users’ perspective fall into three primary cat-
egories: meeting expectations regarding how to perform
and provide services, gaining trust in institutions and
individuals, and creating belief in the accuracy and value
of health services [44]. Rouzbahani et al. categorized
the applications of HIG programs into six categories:
improving healthcare and patient safety, reducing costs,
enhancing the quality of health information, improving
the security and confidentiality of health information,
enhancing health information management and boost-
ing the management of healthcare organizations [39].
Additionally, the results of AHIMA’s case studies identi-
fied some other applications of the HIG program’s used
by the investigated centres [52]. The review of the current
literature and the examination of the extracted catego-
ries indicate the breadth and frequency of applications
and benefits of HIG. Given the young age of governance
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Table 7 Health information governance processes
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Process Subcategory

Articles

Asset assessment
Department’s risk assessment
Ability assessment

Evaluating strategic options

Policymaking and decision-making  Evaluation criteria

Dong and Keshavjee [6], Marcelo et al. [38], Renaud et al. [55], Williams
etal. [62]

Policy development and implementation

Internal and external validation
Support from crucial stakeholders

Planning and execution

Monitoring the result Monitoring and managing change

Evaluation of results and reporting

programs in the health field, it can be acknowledged that
some potential benefits have not yet been identified.
Therefore, it is anticipated that by expanding the appli-
cation and use of this important strategy, additional ben-
efits will be identified and implemented over time.

The third theme identified from the present review
concerns ‘HIG principles, with 13 categories as follows:
transparency, accountability, integrity, protection, com-
pliance, availability, retention, disposal, consent, partici-
pation, continuous quality improvement, independence

and justice and effectiveness and efficiency. It is acknowl-
edged that the theme of principles and related catego-
ries provide a comprehensive set of common speech and
behavioural points for a diverse range of HIG program
beneficiaries, allowing everyone to progress in line with
the information governance project [8]. The first eight
categories were those developed by AHIMA, regarded
as fundamental principles in most of the previous stud-
ies; the rest of the categories were cumulatively added
to literature over time. These principles are among
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Fig. 6 Summary of dimensions and components of HIG programs

the fundamental topics that have been investigated by
research and developed as models of information govern-
ance. Accountability, participation and transparency have
been cited as principles of health governance by Ibrahi-
mova and Korjonen [53]. Likewise, Lauriea et al. empha-
sized the principles of transparency and consent as
obvious criteria for protecting privacy [47]. Informed by
the conceptual work of Lauriea and Sethi, Willison et al.

Integrity
Protection
Compliance
Availability
Principles Retention
Disposal
Consent
Participation
Continuous quality improvement
Independence and justice
Effectiveness and efficiency
r  Executive director
Senior Director of HIG
The core team
Senior Information Risk Officer
| Roles and responsibilities < Manager of organizational information governance

Data manager
Management of information assets

Operations managers

~  Employees

developed eight principles for their governance model:
transparency, accountability, obedience to the rule of
law, honesty, participation and inclusion, impartiality
and independence, effectiveness and accountability and
continuous quality improvement [44]. In addition, Rouz-
bahani et al. have presented a model comprising 12 HIG
principles [40]. In the present study, the categories asso-
ciated with the theme of HIG principles are presented as
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exhaustively as possible by incorporating all categories
highlighted in literature and models developed, as well
as by eliminating their likely overlaps with other catego-
ries close to other themes or specific domains. Notably,
ethical principles are emphasized alongside professional
principles in HIG models, with no weighting or differen-
tiation between the categories presented [56, 59, 67].

‘Components or elements of HIG programs’ is the
fourth theme identified in the present review, with 11
distinct categories: laws and standards, policies and
guidelines, information management, data governance,
information technology governance, information security
governance, management risk, human resource manage-
ment, quality management, project and change man-
agement and auditing. In his article, Kadlec introduced
several HIG components considered by AHIMA, includ-
ing quality management, regulations, risk reduction,
patient participation and business intelligence [22]. Wil-
liams considered audit and control, risk management and
compliance to be essential components of information
governance [62]. Rouzbahani et al. have introduced 13
elements as HIG model components [40]. Ibrajimova and
Korjonen noted seven components of clinical govern-
ance, including patient participation, staff management,
clinical effectiveness, use of information and information
technology, education, risk management and audit, in
relation to other governance programs [53]. In the pre-
sent review, an attempt was made to consider all these
categories associated with elements of HIG programs,
and it appeared that all these elements indeed played a
determining role. Given the scope of the introduced ele-
ments, it is reasonable to conclude that HIG, as an all-
encompassing strategy and umbrella term, embraces
other governance programs.

The fifth theme associated with HIG programs is ‘the
roles and responsibilities, denoting the introduction
of HIG officials and policymakers at three organiza-
tional levels: senior, middle and operational levels. At
the senior level, four categories and their respective
responsibilities are identified: executive director, sen-
ior information governance program manager, core
team and senior information risk manager. The middle
organizational level includes the categories of the infor-
mation asset manager, data manager and organizational
information governance manager. The operational level
of an organization consists of operations managers
and employees. According to the model proposed and
developed by Baskaran et al., the information govern-
ance hierarchy consists of six levels: executive director,
financial and functional manager, information govern-
ance manager, team leaders of operations management,
line managers and employees [68]. Rouzbahani et al.
developed a model for Iran’s HIG and incorporated
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14 roles and responsibilities into this model, with the
Minister of Health assuming the highest role [40].
Haarbrandt et al. introduced the HiGHmed govern-
ance platform, where some of the roles considered
included the executive board, supervisory board, tech-
nical coordination board, project management office,
educational board, support and access committee,
ethics working group, advisory board and the general
assembly [70]. With a different view, Ibragimova and
Korjonen detailed three groups of library activities that
supported clinical and health governance in health-
care organizations: infrastructure (staff and resources);
program management (library products and services);
and direct participation (needs assessment, commit-
tees, audits, HTA, etc.) [53]. Given that the introduced
studies developed their models in distinct domains, the
disparity in the hierarchy of responsibilities seems rea-
sonable. The current literature review introduces three
levels and nine roles for HIG officials and policymak-
ers, which are the sets of categories introduced in the
reviewed studies after eliminating duplicate items and
merging the overlapping items.

The final theme introduced in this literature review
is that of ‘the processes’ by which HIG programs are
developed, implemented and monitored. The associ-
ated categories are assessing strategic options, formulat-
ing policies, developing plans and tracking progress. In
addition, nine subcategories were identified, including
asset assessment, risk assessment, capability assessment,
criterion assessment, policy development and imple-
mentation, internal and external validation, monitoring
and change management, stakeholder support, results
assessment and reporting. Several studies have described
various processes linked to the developed programs in a
very limited manner. Governance processes identified in
the study by Marcelo et al. include policy and decision-
making, planning, resource allocation, coordination and
monitoring and evaluation [38]. While asset identifica-
tion, risk assessment, policy implementation, capabil-
ity assessment, procedure development, protection and
compatibility, criteria assessment and possible external
validation are among the six processes introduced by
Williams [62], Dong et al. have introduced eight further
key processes for information governance: data element
definition, data integration, information sharing and
accountability, information to information and informa-
tion from information [6]. Although ‘the processes’ con-
stitute an integral part of HIG programs, it has received
less attention than other principles in academic research,
because ‘the process’ is highly dependent on the loca-
tion, activity, goals and overall vision of the organiza-
tion in which the HIG program is being developed and
implemented.
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Conclusions

Despite its short history, health information govern-
ance has been the focus of several studies which have
emphasized its significance, value and necessity. In fact,
the development and implementation of national HIG
models, particularly in developed nations, is evidence
of this claim. The conclusions drawn from a review of
the present articles reflect a number of specific aspects.
Primarily, the extent and diversity of HIG-related
dimensions and components are quite extensive, due
to the fact that information governance encompasses
the entire health system in the desired area, taking into
account all advantages and disadvantages, with the
goal of improving the system. Therefore, it requires the
experts’ consideration in order to develop impeccable
models that function as comprehensively as possible.
Second, due to the unique significance and sensitivity
of the information within the health organizations, the
need to develop HIG models and programs becomes
evident, particularly in the present age. Therefore, it
can be concluded that developing and underdeveloped
nations require the development of information gov-
ernance models to manage and optimally utilize their
health data and information to achieve the national
health system goals. Finally, as the COVID-19 pan-
demic has led to unprecedented death toll since 2020,
it appears logical to develop HIG models in order
to maintain health system preparation for potential
crises in future and to help prevent such tragic out-
breaks. For the development of organizational, national
and international models, it is our hope that the cur-
rent literature review serve as a tentative road map
and a comprehensive overview by describing the gen-
eral framework of existing HIG models developed by
experts and scientists.

Limitations

Although the scoping review is a valuable tool for com-
prehensively examining a broad topic such as HIG, it is
essential to note the following possible limitations:

1. A scoping review provides an overview of the dimen-
sions and components of the subject. However, a
deeper understanding of these dimensions and com-
ponents may require more focused studies.

2. The findings from the scoping review may not
directly address a specific problem or answer a
focused question.

3. We encountered difficulties for accessing some data-
bases, but we made a comprehensive effort to search
for articles in as many databases as possible.
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4. The study tried to include different types of articles to
prevent potential bias.

Additionally, it is important to consider that vari-
ous factors such as technology, policy, regulation and
health system structure influence the HIG landscape
and related definitions. Therefore, these definitions may
vary depending on the context.

The statistical analysis tool used in the study was not
considered a limitation, as our purpose was to organ-
ize and structure the studies to more accurately identify
the concepts. It is also worth noting that the authors
manually coded the entire process in the software.
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