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Abstract 

Background The increasing availability of large volumes of personal data from diverse sources such as electronic 
health records, research programmes, commercial genetic testing, national health surveys and wearable devices pre-
sents significant opportunities for advancing public health, disease surveillance, personalized medicine and scientific 
research and innovation. However, this potential is hampered by a lack of clarity related to the processing and sharing 
of personal health data, particularly across varying national regulatory frameworks. This often leaves researcher stake-
holders uncertain about how to navigate issues around secondary data use, repurposing data for different research 
objectives and cross-border data sharing.

Method We analysed 37 data protection legislation across Africa to identify key principles and requirements for pro-
cessing and sharing of personal health and genetic data in scientific research. On the basis of this analysis, we propose 
strategies that data science research initiatives in Africa can implement to ensure compliance with data protection 
laws while effectively reusing and sharing personal data for health research and scientific innovation.

Results In many African countries, health and genetic data are categorized as sensitive and subject to stricter protec-
tion. Key principles guiding the processing of personal data include confidentiality, non-discrimination, transparency, 
storage limitation, legitimacy, purpose specification, integrity, fairness, non-excessiveness, accountability and data 
minimality. The rights of data subjects include the right to be informed, the right of access, the right to rectification, 
the right to erasure/deletion of data, the right to restrict processing, the right to data portability and the right to seek 
compensation. Consent and adequacy assessments were the most common legal grounds for cross-border data 
transfers. However, considerable variation exists in legal requirements for data transfer across countries, potentially 
creating barriers to collaborative health research across Africa.

Conclusions We propose several strategies that data science research initiatives can adopt to align with data pro-
tection laws. These include developing a standardized module for safe data flows, using trusted data environments 
to minimize cross-border transfers, implementing dynamic consent mechanisms to comply with consent specificity 
and data subject rights and establishing codes of conduct to govern the secondary use of personal data for health 
research and innovation.
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Introduction
The vast amount of health-related data generated today 
and potentially available for biomedical research is 
astounding. These data come from diverse sources, 
including individuals participating in health research, 
electronic health care records, third-party service pro-
viders such as medical insurance companies, telehealth 
platforms and direct-to-consumer genetic testing compa-
nies [1]. Digital platforms and devices, including weara-
bles, mobile phone apps and social media, also contribute 
substantially to the research data ecosystem [2–4]. These 
large volumes of data from diverse sources, also known 
as big data [5], can be leveraged to accelerate scien-
tific research and innovation, validate research findings, 
improve disease surveillance, uncover trends in  popula-
tion health that might not be apparent in individual data-
sets [6–8], advance personalized medicine and inform 
the development of evidence-based public health policies 
[9]. However, alongside these opportunities are signifi-
cant ethical, legal and governance considerations for the 
processing of  big data for health research. This includes, 
for example privacy concerns/breaches, algorithmic bias, 
the potential for discrimination, upholding the rights 
of data subjects, national sovereignty over genetics and 
health data, and compliance with national requirements 
on secondary analysis and cross-border transfer of health 
and genetic data [10–12].

To give effect to the right to privacy and the right to 
data protection, many African countries have enacted 
legislation on the protection of personal data [13, 14]. In 
parallel, regional bodies such as the African Union (AU), 
the Southern African Development Community (SADC) 
and the Economic Community of West African States 
(ECOWAS), have introduced model data protection laws 
aimed at informing the sharing of personal data among 
their member states [15]. Ensuring compliance with data 
protection standards is essential for safeguarding the 
rights of individuals. However, there is a lack of clarity 
on their application to biomedical and data-driven health 
research especially in relation to secondary data analysis, 
cross border sharing of data and use of data for purposes 
different from that of which they were initially collected 
for [16].

Generally, data protection legislation serves as a broad 
legal framework and are not sector specific, meaning 
in most instances it will lack detailed and/or specific 
guidance on health research. While many of these laws 
include some exceptions for processing special catego-
ries of personal data, such as for scientific research, they 
can sometimes conflict with national and international 
research ethics regulations within the same jurisdiction 
[17],  making data sharing in international collaborative 
research particularly challenging [18–20]. For example, 

uncertainty about the application of data protection 
laws in scientific research, along with fears of sanctions 
and penalties, may cause African scientists to hesitate in 
sharing data with other researchers and third parties [16], 
thus limiting opportunities for collaboration. This is even 
more pronounced with the sharing of health and genetic 
data [21], which are often afforded extra protections sta-
tus and classified as sensitive data, with the effect being 
that data sharing and reuse may become increasingly 
restricted thereby stifling global health research efforts.

To advance data-driven health research in compli-
ance with national data protection statues, it is critical to 
reflect on strategies that data science health research ini-
tiatives in Africa can adopt to remain compliant while re-
using and sharing personal data for the benefit of science, 
medicine and innovation. To highlight and address the 
additional requirements brought about by data protec-
tion laws, we analysed 37 data protection laws in Africa 
to identify key requirements related to health research. 
On the basis of the analysis, we propose strategies that 
data science health research initiatives in Africa can 
implement to ensure compliance with national data pro-
tection laws while effectively re-using and sharing per-
sonal data for health research and scientific innovation.

Methods
We conducted a comparative analysis of data protection 
legislation in 34 African countries and 3 regional Afri-
can economic/geographic blocks (Table 1), with the goal 
of identifying core bioethical elements that speak to the 
regulation of health  research, particularly concerning 
data collection, storage, cross border sharing and reuse. 
Key areas of focus included: principles guiding data use 
and reuse; the rights of data subjects; informed consent 
requirements; regulation on cross-border sharing of data; 
and responsibilities of various stakeholders involved in 
data collection, management and use.

Full text of the data protection laws were sourced 
through personal contacts, official government web-
sites, the United Nations Conference on Trade and 
Development (https:// unctad. org/ page/ data- prote ction- 
and- priva cy- legis lation- world wide), databases and gen-
eral internet searches via Google. The documents were 
imported into QSR-NVivo 12, a qualitative data analysis 
software to facilitate the systematic extraction and organ-
ization of information.

The data analysis focussed on specific provisions 
related to the following aspects: definitions of differ-
ent types of data, specific requirements for scientific 
research, principles underpinning data protection, the 
responsibilities of data protection officers, the rights 
of data subjects and requirements for cross-border 
data transfer. A major limitation of the study is that the 

https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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language competency within our team restricted us to 
detailed analysis of legislation available in English and 
French. For laws written in other languages such as 
Kiswahili, Spanish and Portuguese, only basic informa-
tion such as the name of the country, year and the title 
of the law was extracted.

Results
The complete text of 36 data protection statues and 
bills from across Africa were identified from the search 
(Fig. 1). This comprised 29 national data protection stat-
ues, one data protection and privacy bill, three cyber 
security acts, two model data protection laws from 

Table 1 Overview of data protection legislation across Africa (grouped by language)

Country/regional blocks Title of data protection legislation Language

Egypt Data Protection Law Arabic and English

Chad Loi portant protection des données à caractère personnel Arabic and French

Tunisia Loi portant sur la protection des données à caractère personnel

Eswatini Data Protection Act English

The Gambia Draft Data Protection and Privacy Policy and Strategy

Ghana Data Protection Act

Kenya The Data Protection Act

Lesotho Data Protection Act

Malawi Electronic Transactions and Cyber Security Act

Mauritius The Data Protection Act

Seychelles Data Protection Act

South Africa Protection of Personal Information Act

Uganda Data Protection and Privacy Act

Zambia Data Protection Act

Zimbabwe Data Protection Act

Benin Code du numérique en République du Bénin French

Burkina Faso Loi portant protection des données à caractère personnel

Côte d’Ivoire Loi relative à la lutte contre la cyber crilminalité

Democratic Republic of Congo Loi relative aux télécommunications et aux technologies de l’information et de la com-
munication

Gabon Loi relative à la protection des données à caractère personnel

Madagascar Loi sur la protection des données à caractère personnel

Mali Loi portant protection des données à caractère personnel en République du Mali

Mauritania Loi sur la protection des données à caractère personnel

Morrocco Loi relative à la protection des personnes physiques à l’égard du traitement des données 
à caractère personnel

Niger Loi relative a la protection des données à caractère personnel

Republic of Congo Loi portant protection des données à caractère personnel

Republic of Guinea Loi relative à la lutte contre la cybercriminalité et la données à caractère personnel

Senegal Loi sur la protection des données à caractère personnel

Rwanda Law relating to the protection of personal data and privacy Kinyarwanda, Eng-
lish and French

Tanzania Muswada Wa Sheria Ya Ulinzi Wa Taarifa Binafsi Wa Mwaka Kiswahili

Angola Ante-Projecto de Lei da Protecção de Dados Pessoais Portuguese

Carbo Verde Lei de Proteção de Dados Pessoais

São Tomé and Principe Lei Protecção de Dados Pessoais

Equatorial Guinea Ley de Protección de Datos Personales Spanish

Regional African Blocks

 The African Union Convention on Cyber Security and Personal Data Protection (Malabo convention) English

 Economic Community of West 
African States (ECOWAS)

Personal Data Protection within ECOWAS

 Southern Africa Development 
Council (SADC)

SADC Data Protection Act (Model Law)
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African regional economic blocs and the African Union 
Convention on Cyber Security and Personal Data Pro-
tection. Out of these 36 documents, 31 were subjected 
to analysis, as they were available in either English or 
French, the two languages in which at least one member 
of the study team was proficient. The remaining docu-
ments were in Kiswahili, Portuguese or Spanish (Table 1). 

More than 50% of African countries have data protection 
legislation (Fig. 1).

Key concepts and definitions in data laws
Data protection laws defined different categories of data 
(Table  2) pertinent to health research, including sensi-
tive data and biometric data. Health and genetic data fall 

Fig. 1 Representation of African countries with data protection legislation/statutes and year enacted or drafted

Table 2 Different categories and common definitions of data types

Data categories General definitions from data protection legislations Examples

Personal data Any data relating to an identified natural person (data sub-
ject), or those identifiable, directly or indirectly, by reference 
to such data and to other

Name, voice, photograph, ID number, nationality, age, marital 
status, medical records, genetic data, race, ethnicity

Biometric data Personal data resulting from specific technical processing 
based on physical, physiological or behavioural characteriza-
tion

Blood typing, fingerprinting, DNA, earlobe geometry, retinal 
scanning, voice recognition

Sensitive personal data Personal data which by its nature may be used to suppress 
the data subject’s fundamental rights and freedoms

Genetic data, clinical records, biometric data, race, ethnic 
origins
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within the category of sensitive data, warranting height-
ened levels of protection.

Processing of personal data for scientific research
The principles for the processing of personal data must 
be met for scientific research. In most instances, data 
protection laws typically accord exemptions or make 
special provisions on the processing of personal data 

for health or scientific research (Table  3). Tunisia, for 
example, introduces a specific provision for consent 
when processing data originally collected for a different 
purpose and subsequently needed for historical or sci-
entific research. In such scenarios, data controllers are 
required to obtain the consent of the individuals involved 
or, in case of unavailability, their heirs or legal guard-
ians. In Gabon, processing of personal data for research 

Table 3 Country-specific provisions for the processing of sensitive data for scientific research

Country Specific provisions for processing personal data for scientific research or processing for genetic data

Benin (Article 396) Processing of personal data for scientific research is generally prohibited, unless specific conditions are met, for example, 
the research cannot reasonably be carried out without access to identifiable personal data, the information will not be used 
to contact individuals to participate in research and approval of the data controller

The further processing of personal data personnel for historical, statistical or scientists carried out using anonymous data 
is admitted

The processing of personal data for scientific research must adhere to the regulations and ethical standards governing 
the profession

Botswana (Section 24) Processing must be compatible with specified, explicitly stated and for legitimate purpose

Processing of the data must be approved by the data commissioner on the advice of a research and scientific ethics commit-
tee

Gabon (Chapter 5) Processing of personal data for scientific research must be approved by the data commissioner on the advice of a research 
ethics committee and/or scientific committee composed of people competent in research in health, epidemiology, genetics 
and biostatistics

Niger (Article 7) Authorization from the data protection authority (HAPDP) prior to processing genetic and health data for scientific research
The processing of personal data for scientific research must adhere to the regulations and ethical standards governing 
the profession

Guinea Processing of personal data (including genetic and medical data) for scientific research requires authorization from the data 
protection commission

Senegal (Chapter IV) Processing of personal data (including genetic and medical data) for scientific research requires authorization from the Com-
mission des Données Personnelles

Request for data processing should include a research protocol specifying the objective of the research, the researchers 
involved, data analysis methods, the origin and nature of the personal data, justification and duration of use
Scientific ad ethics review reports from relevant committees

Where appropriate, scientific and technical justification for waiver of the requirement of access to anonymized data only and/
or for storage of data beyond the required period

Tunisia (Section III) The consent of the data subject or their heir is required for repurposing data for scientific research

Doctors may communicate health data to persons/institutions for purposed of health research following a request 
and the authorization of the National Authority for the Protection of Personal Data (INPDP)

The INPDP may, when issuing the authorization health data for research, set measures to ensure the protection of health data

Personal data collected for scientific research may only be processed or used for scientific research

Zambia (Parts VII and IX) Processing of sensitive data for scientific research by a person other than a public body will require the authorization 
of the Data Protection Commissioner

When processing personal data for scientific research by a person other than a public body, that person shall ensure 
that the personal data are anonymized

Where sensitive data are processed for scientific research, informing the data subject may be postponed if it would signifi-
cantly prejudice the research; there is no evident risk of infringement of the rights of the data; and the data were collected 
initially on the basis of consent

ECOWAS (Article 12) The processing of personal data relating to genetic data and health research is subject to authorization by the data protec-
tion authority

SADC (Part VII) The data protection authority shall establish appropriate safeguards for personal data retained longer than permitted scien-
tific research purposes

Where sensitive data are processed for scientific research purposes, and there is no discernible risk of violating the data 
subject’s rights, notification to the data subject may be deferred until the conclusion of the research, provided that inform-
ing the data subject earlier would significantly compromise the research. Under these circumstances, the data subject must 
have previously provided written consent for the processing of their personal data for scientific research, including agreeing 
to postpone notification until the appropriate time
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requires an opinion from a research ethics committee. 
In the ECOWAS region, the use of health and genetic 
data for research purposes mandates permission from a 
data protection authority. Meanwhile, within the SADC 
region, the model data protection law stipulates that in 
cases where sensitive personal data are processed for sci-
entific research and there is no apparent risk of privacy 
infringement or decision-making based on individual 
data, notification to the data subject may be postponed 
until the conclusion of the research. However, this delay 
is permissible only if informing the data subject would 
significantly prejudice the research. In such instances, the 
data subject must have previously provided written con-
sent to the processing of their personal data for scientific 
research purposes, including postponement of notifica-
tion for this reason.

Principles guiding the processing of personal information
All the data protection laws are built upon a set of prin-
ciples that govern the lawful collection, storage and use 
of data (Table 4). The processing of personal data for sci-
entific research must follow these principles. There are, 
however, in most regulations, certain exceptions to some 
of these principles if the processing is for research.

The rights of data subjects
All data protection regulations afford certain rights 
to data subjects (Table  5) including the prerogative to 
request organizations or data controllers to delete their 
personal data or opt out from the processing of their 
personal data, provided such objections are grounded in 
legitimate and justifiable reasons.

Cross border sharing: storage and sharing of scientific data
All countries that have data protection regulations in 
place do not permit the trans-border sharing of data 
unless the transfer falls within one of the grounds for the 
trans-border sharing of data specified in the regulation. 
The exact grounds vary according to jurisdiction and the 
precise definition of the ground differs, but they generally 
include some or a combination of the following:

• Sharing of data with a country that has an adequate 
level of protection (adequacy);

• Standard contractual clauses that provide a similar 
level of protection;

• Binding corporate agreements that provide a similar 
level of protection;

• The transfer is necessary for the performance of a 
contract between the data subject and the controller 
or measures prior to the conclusion of such a con-
tract;

• Data subject consents to the transfer;

• The transfer is necessary to safeguard the vital inter-
ests of the data subject;

• The transfer is necessary or made legally binding for 
the protection of an important public interest, or for 
the establishment, exercise or defence of legal claims.

In the research context, the transfer mechanisms that 
are likely most appropriate are: adequacy, standard con-
tractual clauses, binding corporate agreements or con-
sent. As can be seen in Table  6, Madagascar, Mali and 
South Africa are the only countries surveyed that explic-
itly state binding corporate rules as a ground for transfer 
if the binding corporate rules would provide an adequate 
level of protection. Madagascar, Mali, South Africa 
and Zambia explicitly provide for standard contractual 
clauses as a ground for transfer. Thus, in the context of 
international collaborative research within Africa, ade-
quacy and consent are most likely the grounds to be used 
in the transborder sharing of data. With the exception of 
Togo, Mali, Egypt and the Republic of Congo, consent is 
a ground under which personal data can be shared across 
borders. The consent would need to be specific to the 
transfer and specifically state the country that it is going 
to.

Responsibilities of individuals under data protection law
The data protection laws outline the roles and obligations 
of key data protection stakeholders (Table  7). For the 
purposes of scientific research, the data protection laws 
in Gabon, Senegal and Lesotho mention an advisory or 
scientific committee as a critical stakeholder for the pro-
cessing of personal data for scientific research. By con-
trast, Botswana, Mauritania, Zimbabwe and SADC data 
protection laws stipulate that health-related data may 
only be processed under the responsibility of a healthcare 
professional.

Navigating data protection laws: proposed strategies 
for ensuring compliance in big data health research 
initiatives
Data protection laws introduce strict requirements on 
the processing and sharing of personal data. For instance, 
while informed consent stands as an ethical imperative 
in all research endeavours, under data protection regula-
tions, it constitutes merely one potential lawful basis for 
processing personal data, subject to specific conditions 
and exceptions [22]. Consent may also be the lawful basis 
on which to transfer data internationally, or under ade-
quacy, if the receiving country has an adequate level of 
protection [23]. Data science research initiatives in Africa 
need to develop mechanisms for navigating the com-
plexities of processing personal data for health research. 
On the basis of our analysis, we recommend several 
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approaches to address the complexities of re-use and 
cross-border sharing of personal data for health research 
while ensuring compliance with data laws. This includes 
the use of trusted research environments, establishing a 
module for safe data flows in Africa, adopting dynamic 
consent, developing codes of conduct to complement 
data laws and engaging the public on big data for health 
research.

Establishing a module for safe data flow for health research 
in Africa
For scientific research, the grounds for what can be 
shared between jurisdictions is based on one of the fol-
lowing: adequacy, standard contractual clauses, bind-
ing corporate agreements or consent (Table  6). These 
mechanisms ensure that health and genomic data can 
flow securely across borders while adhering to the diverse 
national and regional legal standards that protect per-
sonal data. To meet these demands it is necessary for 
African data science research consortia to establish a safe 
data module that provides a structured framework for 
lawful and ethical management and transfer of personal 
data for health research and public health purposes. The 
module should focus on informed consent, adequacy 
assessments, exploring alternative grounds for data trans-
fers, training in data protection principles and processes 
and monitoring and compliance. Drawing on the analy-
sis of data protection legislation in African countries and 

our experience in data-driven health research, we pro-
pose a set of practical recommendations for creating a 
robust, compliant and effective module for safe data flow 
(Table 8).

Adopting technical approaches to data analysis that limit 
cross border data transfer
The implementation of trusted research environments 
(TREs), designed to offer remote and pre-approved 
access to health data [24], may prove necessary, perhaps 
indispensable, within the current data protection land-
scape in Africa. TREs effectively restrict researchers 
from directly copying individual-level data while allow-
ing other researchers to access and analyse data using 
techniques such as federated data sharing [25] and data 
visiting [26]. However, the implementation of these tech-
niques in Africa would require the development of har-
monized codes of conduct for data access, significant 
investment in data infrastructure, trained workforce in 
cloud computing and use within TREs. To ensure com-
pliance to data protection laws, it would be essential to 
anchor the codes of conduct on principles outlined in 
data protection laws (Table  4), as well as those identi-
fied as key to fostering equity in research partnerships 
in Africa [27, 28]. Initiatives in the United Kingdom 
have also proposed the five safes framework as a code 
of conduct that is central to the use of TREs [29], and 
its application to big-data-driven research in the United 

Table 6 Relevant grounds for the transborder transfer of personal data

Adequacy (supervisory 
authority)

Adequacy (data 
controller)

Binding corporate 
rules

Standard contractual 
clauses

Consent

Algeria X X

Benin X X

Burkina Faso X

Egypt X

Eswatini X X

Gabon X

Gambia X X

Guinea X

Kenya X X

Madagascar X X X X

Mali X X X

Mauritius X X

Nigeria X X

Republic of Congo X

South Africa X X X X

Togo X

Uganda X X

Zambia X X X

Zimbabwe X X



Page 10 of 14Munung et al. Health Research Policy and Systems          (2024) 22:145 

Ta
bl

e 
7 

Re
sp

on
si

bi
lit

ie
s 

of
 d

iff
er

en
t s

ta
ke

ho
ld

er
s 

as
 li

st
ed

 in
 d

iff
er

en
t d

at
a 

la
w

s

St
ak

eh
ol

de
r

D
es

cr
ip

tio
n 

of
 s

ta
ke

ho
ld

er
Ex

am
pl

es
 o

f r
es

po
ns

ib
ili

tie
s/

ri
gh

ts
 o

f t
he

 s
ta

ke
ho

ld
er

Ex
am

pl
es

 o
f s

ta
ke

ho
ld

er
s 

in
 b

io
m

ed
ic

al
 re

se
ar

ch

D
at

a 
su

bj
ec

t
A

n 
in

di
vi

du
al

 w
ho

 is
 th

e 
su

bj
ec

t o
f p

er
so

na
l d

at
a

Ri
gh

ts
 a

re
 s

et
 o

ut
 in

 T
ab

le
 4

Re
se

ar
ch

 p
ar

tic
ip

an
ts

In
di

vi
du

al
s 

en
ro

lle
d 

in
to

 a
 h

ea
lth

 re
gi

st
ry

Bi
ob

an
k 

do
no

rs

D
at

a 
co

nt
ro

lle
rs

In
di

vi
du

al
 o

r p
ub

lic
/p

riv
at

e 
co

m
pa

ny
, a

ge
nc

y 
or

 a
ss

oc
ia

tio
n 

w
hi

ch
, a

lo
ne

 o
r j

oi
nt

ly
 w

ith
 o

th
er

s, 
ta

ke
s 

th
e 

de
ci

si
on

 to
 c

ol
-

le
ct

 a
nd

 p
ro

ce
ss

 p
er

so
na

l d
at

a 
an

d 
de

te
rm

in
es

 th
e 

pu
rp

os
es

 
th

er
eo

f

Co
m

pl
y 

w
ith

 d
at

a 
pr

ot
ec

tio
n 

re
qu

ire
m

en
ts

Pr
ov

id
e 

th
e 

da
ta

 c
om

m
is

si
on

er
 w

ith
 p

ro
of

 o
f a

ss
es

sm
en

t 
of

 a
pp

ro
pr

ia
te

 s
af

eg
ua

rd
s 

fo
r c

ro
ss

 b
or

de
r t

ra
ns

fe
r

U
ni

ve
rs

iti
es

Re
se

ar
ch

 in
st

itu
tio

ns
Re

se
ar

ch
 g

ro
up

s
D

at
a 

co
or

di
na

tin
g 

ce
nt

re
s

Bi
or

ep
os

ito
rie

s
Ph

ar
m

ac
eu

tic
al

 c
om

pa
ni

es

D
at

a 
pr

oc
es

so
rs

A
n 

in
di

vi
du

al
, p

riv
at

e 
en

tit
y,

 p
ub

lic
 a

ut
ho

rit
y 

or
 a

ge
nc

y 
or

 a
ny

 o
th

er
 b

od
y 

w
ho

 o
r w

hi
ch

 p
ro

ce
ss

es
 p

er
so

na
l d

at
a 

on
 b

eh
al

f o
f, 

or
 a

t t
he

 d
ire

ct
io

n,
 o

f a
 d

at
a 

co
nt

ro
lle

r

Pr
oc

es
s 

pe
rs

on
al

 d
at

a 
as

 s
pe

ci
fie

d 
by

 th
e 

da
ta

 c
on

tr
ol

le
r

En
su

re
 a

de
qu

at
e 

le
ve

l o
f s

ec
ur

ity
 o

f t
he

 p
er

so
na

l d
at

a
Co

ns
ul

ta
nt

 re
se

ar
ch

er
s

Co
ns

ul
ta

nt
 d

at
a 

an
al

ys
t

D
at

a 
co

m
m

is
si

on
s 

or
 d

at
a 

pr
ot

ec
tio

n 
au

th
or

iti
es

In
de

pe
nd

en
t a

dm
in

is
tr

at
iv

e 
an

d 
pu

bl
ic

 a
ut

ho
rit

y 
re

sp
on

si
-

bl
e 

fo
r e

ns
ur

in
g 

co
m

pl
ia

nc
e 

to
 d

at
a 

pr
ot

ec
tio

n 
la

w
s

Pr
om

ot
e 

ed
uc

at
io

na
l a

ct
iv

iti
es

 re
la

tin
g 

to
 p

ro
te

ct
io

n 
of

 p
er

-
so

na
l d

at
a

M
on

ito
r a

nd
 a

do
pt

 a
ut

ho
riz

at
io

ns
 fo

r t
ra

ns
bo

rd
er

 fl
ow

 
of

 d
at

a 
an

d 
fa

ci
lit

at
e 

in
te

rn
at

io
na

l c
oo

pe
ra

tio
n

M
ai

nt
ai

n 
a 

re
gi

st
er

 o
f d

at
a 

co
nt

ro
lle

rs
, i

f a
pp

lic
ab

le
Pr

ep
ar

e 
an

d 
di

ss
em

in
at

e 
co

de
 o

f p
ra

ct
ic

e 
fo

r d
at

a 
co

nt
ro

l-
le

rs
, i

f a
pp

lic
ab

le
Es

ta
bl

is
h 

a 
lis

t o
f c

ou
nt

rie
s 

w
ith

 s
im

ila
r o

r h
ig

he
r l

ev
el

 o
f p

ro
-

te
ct

io
n 

of
 p

er
so

na
l d

at
a

A
ut

ho
riz

e 
cr

os
s 

bo
rd

er
 tr

an
sf

er
, i

f a
pp

lic
ab

le

N
ig

er
ia

 D
at

a 
Pr

ot
ec

tio
n 

Co
m

m
is

si
on

Th
e 

O
ffi

ce
 o

f t
he

 D
at

a 
Pr

ot
ec

tio
n 

Co
m

m
is

si
on

er
Th

e 
N

at
io

na
l C

om
m

is
si

on
 fo

r t
he

 s
up

er
vi

si
on

 o
f P

er
-

so
na

l D
at

a 
Pr

ot
ec

tio
n

Re
se

ar
ch

 a
nd

 s
ci

-
en

tifi
c 

et
hi

cs
 c

om
-

m
itt

ee
s

A
 b

oa
rd

/c
om

m
itt

ee
 th

at
 p

ro
vi

de
s 

sc
ie

nt
ifi

c 
an

d/
or

 e
th

ic
al

 
re

vi
ew

 a
nd

 o
pi

ni
on

 o
n 

a 
re

se
ar

ch
 p

ro
je

ct
A

dv
is

e 
th

e 
da

ta
 c

om
m

is
si

on
er

 w
he

n 
th

er
e 

is
 a

 re
qu

es
t 

to
 p

ro
ce

ss
 s

en
si

tiv
e 

da
ta

 fo
r e

th
ic

s 
co

m
m

itt
ee

, w
he

re
 a

pp
li-

ca
bl

e

Re
se

ar
ch

 e
th

ic
s 

co
m

m
itt

ee
Sc

ie
nt

ifi
c 

ad
vi

so
ry

 c
ou

nc
il

H
ea

lth
 p

ro
fe

ss
io

na
ls

A
 h

ea
lth

 p
ro

fe
ss

io
na

l r
eg

is
te

re
d 

w
ith

 a
 re

co
gn

iz
ed

 h
ea

lth
 

pr
of

es
si

on
al

 c
ou

nc
il

Re
sp

on
si

bl
e 

fo
r t

he
 p

ro
ce

ss
in

g 
of

 p
er

so
na

l h
ea

lth
-r

el
at

ed
 

da
ta

M
ed

ic
al

 d
oc

to
rs

N
ur

se
s



Page 11 of 14Munung et al. Health Research Policy and Systems          (2024) 22:145  

Ta
bl

e 
8 

Re
co

m
m

en
da

tio
ns

 fo
r a

 s
af

e 
da

ta
 m

od
ul

e 
fo

r d
at

a 
sh

ar
in

g

Co
m

po
ne

nt
D

es
cr

ip
tio

n
Ex

am
pl

es
 o

f I
m

pl
em

en
ta

tio
n 

in
 d

at
a-

dr
iv

en
 h

ea
lth

 re
se

ar
ch

 c
on

so
rt

ia
 in

 
A

fr
ic

a

In
fo

rm
ed

 c
on

se
nt

En
su

re
 th

at
 d

at
a 

tr
an

sf
er

 a
cr

os
s 

bo
rd

er
s 

is
 b

as
ed

 o
n 

ex
pl

ic
it 

co
ns

en
t f

ro
m

 d
at

a 
su

bj
ec

ts
, s

pe
ci

fic
 to

 e
ac

h 
tr

an
sf

er
 a

nd
 n

am
es

 th
e 

de
st

in
at

io
n 

co
un

tr
y

Fu
nd

er
s: 

Su
pp

or
t t

he
 d

ev
el

op
m

en
t o

f s
ta

nd
ar

di
ze

d 
da

ta
 s

ha
rin

g 
co

ns
en

t f
or

m
s 

ta
ilo

re
d 

to
 n

at
io

na
l r

es
ea

rc
h 

et
hi

cs
 g

ui
de

lin
es

 o
f p

ar
tic

ip
at

in
g 

co
un

tr
ie

s

D
at

a 
co

or
di

na
tin

g 
ce

nt
re

s: 
M

ap
 c

on
se

nt
 fo

rm
 d

et
ai

ls
 to

 th
e 

re
qu

ire
m

en
ts

 o
f p

ar
-

tic
ip

at
in

g 
co

un
tr

ie
s 

an
d 

im
pl

em
en

t a
 d

ig
ita

l c
on

se
nt

 m
an

ag
em

en
t s

ys
te

m

Et
hi

cs
 c

om
m

itt
ee

s: 
En

su
re

 th
at

 c
on

se
nt

 fo
r i

nt
er

na
tio

na
l c

ol
la

bo
ra

tiv
e 

pr
oj

ec
ts

 
m

ee
ts

 b
ot

h 
et

hi
ca

l a
nd

 n
at

io
na

l l
eg

al
 re

qu
ire

m
en

ts

A
de

qu
ac

y 
as

se
ss

m
en

t f
ra

m
ew

or
k

Ev
al

ua
te

 w
he

th
er

 th
e 

re
ce

iv
in

g 
co

un
tr

y 
pr

ov
id

es
 a

de
qu

at
e 

pr
ot

ec
tio

n 
fo

r p
er

so
na

l d
at

a 
th

ro
ug

h 
pr

e-
ap

pr
ov

ed
 li

st
s, 

as
se

ss
m

en
ts

 b
y 

re
gu

la
to

ry
 b

od
ie

s 
or

 s
el

f-a
ss

es
sm

en
ts

 b
y 

re
sp

on
si

bl
e 

pa
rt

ie
s/

da
ta

 c
on

tr
ol

le
rs

Re
se

ar
ch

er
s: 

Ve
rif

y 
ad

eq
ua

cy
 th

ro
ug

h 
lo

ca
l d

at
a 

pr
ot

ec
tio

n 
au

th
or

iti
es

 o
r p

re
-

ap
pr

ov
ed

 li
st

s

Re
se

ar
ch

 c
on

so
rt

iu
m

: E
st

ab
lis

h 
an

d 
m

ai
nt

ai
n 

an
 u

pd
at

ed
 li

st
 o

f c
ou

nt
rie

s 
w

ith
 a

de
qu

at
e 

pr
ot

ec
tio

n;
 c

re
at

e 
to

ol
s 

an
d 

ch
ec

kl
is

ts
 fo

r a
de

qu
ac

y 
as

se
ss

m
en

ts

Fu
nd

er
s: 

En
co

ur
ag

e 
th

e 
us

e 
of

 re
co

gn
iz

ed
 a

de
qu

ac
y 

as
se

ss
m

en
ts

 fo
r i

nt
er

na
-

tio
na

l c
ol

la
bo

ra
tio

ns

Po
lic

ym
ak

er
s 

an
d 

re
se

ar
ch

er
s: 

Co
lla

bo
ra

te
 w

ith
 A

fri
ca

n 
re

gu
la

to
ry

 b
od

ie
s 

an
d 

re
gi

on
al

 b
od

ie
s 

(A
U

, S
A

D
C

, E
CO

W
A

S)
 to

 d
ev

el
op

 a
nd

 h
ar

m
on

iz
e 

a 
pr

e-
ap

pr
ov

ed
 li

st
 o

f a
de

qu
ac

y 
re

qu
ire

m
en

ts

A
lte

rn
at

iv
e 

gr
ou

nd
s 

fo
r d

at
a 

tr
an

sf
er

W
he

n 
ad

eq
ua

cy
 is

 n
ot

 a
ch

ie
va

bl
e,

 e
xp

lo
re

 a
lte

rn
at

iv
e 

gr
ou

nd
s 

fo
r d

at
a 

tr
an

sf
er

, 
su

ch
 a

s 
ex

pl
ic

it 
co

ns
en

t
Re

se
ar

ch
 c

on
so

rt
iu

m
: E

st
ab

lis
h 

gu
id

el
in

es
 fo

r d
et

er
m

in
in

g 
an

d 
do

cu
m

en
tin

g 
al

te
rn

at
iv

e 
gr

ou
nd

s 
fo

r d
at

a 
tr

an
sf

er

Fu
nd

er
s: 

Su
pp

or
t i

ni
tia

tiv
es

 th
at

 p
ro

vi
de

 te
m

pl
at

es
, t

oo
ls

 a
nd

 re
so

ur
ce

s 
fo

r a
ss

es
si

ng
 a

nd
 d

oc
um

en
tin

g 
da

ta
 s

ha
rin

g 
on

 th
e 

ba
si

s 
of

 a
lte

rn
at

iv
e 

gr
ou

nd
s

Tr
ai

ni
ng

 in
 d

at
a 

pr
ot

ec
tio

n 
le

gi
sl

a-
tio

n 
an

d 
pr

oc
es

se
s

Pr
ov

id
e 

tr
ai

ni
ng

 fo
r r

es
ea

rc
he

rs
 a

nd
 d

at
a 

m
an

ag
er

s 
an

d 
da

ta
 p

ro
te

ct
io

n 
offi

c-
er

s 
o,

 a
de

qu
ac

y 
as

se
ss

m
en

ts
Fu

nd
er

s: 
Fi

na
nc

e 
tr

ai
ni

ng
 p

ro
gr

am
s 

an
d 

re
so

ur
ce

s 
fo

r r
es

ea
rc

he
rs

 o
n 

pe
rs

on
al

 
da

ta
 p

ro
te

ct
io

n

Re
se

ar
ch

er
s: 

En
ga

ge
 in

 w
or

ks
ho

ps
 a

nd
 c

er
tifi

ca
tio

n 
co

ur
se

s 
on

 d
at

a 
pr

ot
ec

tio
n

Re
se

ar
ch

 in
st

itu
tio

ns
: S

up
po

rt
 c

om
pr

eh
en

si
ve

 tr
ai

ni
ng

 in
iti

at
iv

es
 o

n 
da

ta
 p

ro
te

c-
tio

n

M
on

ito
rin

g 
an

d 
co

m
pl

ia
nc

e
Re

gu
la

rly
 re

vi
ew

 a
nd

 u
pd

at
e 

th
e 

da
ta

 tr
an

sf
er

 m
od

ul
e 

to
 a

da
pt

 to
 c

ha
ng

es
 

in
 d

at
a 

pr
ot

ec
tio

n 
la

w
s 

an
d 

re
se

ar
ch

 n
ee

ds
Re

se
ar

ch
er

s: 
Im

pl
em

en
t r

eg
ul

ar
 re

vi
ew

s 
to

 m
on

ito
r c

om
pl

ia
nc

e 
to

 d
at

a 
pr

ot
ec

-
tio

n 
le

gi
sl

at
io

n

Fu
nd

er
s: 

Pr
ov

id
e 

fu
nd

in
g 

fo
r m

on
ito

rin
g 

to
ol

s 
an

d 
co

m
pl

ia
nc

e 
au

di
ts



Page 12 of 14Munung et al. Health Research Policy and Systems          (2024) 22:145 

Kingdom has proven to very beneficial [30–32]. The five 
safes framework (safe projects, safe people, safe data, 
safe settings, safe outputs) could serve as a valuable tool 
for thinking through codes of conduct for data access 
and use in TREs in Africa. However, empirical studies 
on the feasibility and preferences of TREs and remote 
data access and analysis methods (e.g. data visiting, data 
federation) by scientists in Africa would be required to 
inform their rapid adoption and use in big data health 
research in Africa.

Dynamic consent: a solution to consent specificity 
and rights to restrict processing
Data protection laws place emphasis on the specific-
ity of consent for the processing of personal data or the 
transborder flow of data. Where consent is not the law-
ful basis for the processing of personal data, data sub-
jects have certain rights, which can include the right to 
object to the processing of their personal data (Table 4). 
Tunisia, for example, introduces a specific provision for 
consent when processing data originally collected for a 
different purpose and subsequently needed for histori-
cal or scientific research. In such scenarios, data control-
lers are required to obtain the consent of the individuals 
involved, or in case of unavailability, their heirs or legal 
guardians. In such cases, dynamic consent [33] offers a 
promising digital solution for managing the complexities 
of consent specificity and data subjects’ rights.

Dynamic consent employs digital platforms to foster 
continuous communication and engagement between 
data custodians and research participants [33, 34] by 
providing updates on data use and research progress, 
aligning with principles of autonomy, legitimacy, pur-
pose limitation and fairness. Another significant benefit 
of dynamic consent is that it empowers research partici-
pants to exercise their rights as prescribed in data protec-
tion laws, such as the right to object to the processing of 
personal data. Furthermore, emerging data suggest that 
research participants would like to be re-contacted for 
future use of their data and samples for health research 
[35]. This further strengthens the argument for dynamic 
consent, as it provides a flexible and participant-centred 
approach to managing consent over time. A couple of 
initiatives have already proposed dynamic consent plat-
forms tailored for use in big data health research [36–38]. 
However, the feasibility and acceptability of dynamic 
consent in Africa would need to be explored.

Data governance: approaching data privacy 
through a socio-cultural lens
The data protection legislation in all the countries is 
heavily informed by the rights of natural persons to data 
privacy. However, the effectiveness and adequacy of data 

protection laws as it applies to health research in Africa 
would be contingent upon socio-cultural factors that 
shape perceptions of privacy, trust and data sharing prac-
tices in health research. Generally, culture exerts a pro-
found influence on people’s perceptions of privacy, data 
protection and willingness to share personal information 
[39, 40]. In communal cultures, prevalent across Africa, 
where solidarity is prioritized, there may be a greater 
willingness to share personal information for the greater 
good of the community [41]. Empirical studies conducted 
across Africa have shown that research participants often 
express a willingness to share their data for research pur-
poses, particularly if it is to be used for, the public good 
[42, 43]. Additionally, data from some of our public 
engagement activities on genomics and big data research 
data leans towards support for the concept of data soli-
darity, with participants stating that they will favour min-
imal restrictions to data sharing if benefits accrue to their 
communities and they were informed of how their data 
are contributing to the public good. However, it would be 
essential to further explore whether communities view 
data sharing for research purposes as encroaching upon 
their privacy and autonomy and if that requires stringent 
rules for data sharing within and across borders. Such 
insights can inform the development of codes of conduct 
or harmonized data protection frameworks for research, 
focussing on the benefits and risks associated with differ-
ent data uses, rather than solely emphasizing stringent 
rules around personal data.

Public engagement and education on data laws in health 
research
Public engagement activities aimed at raising aware-
ness about data protection laws can empower indi-
viduals to make informed decisions about their privacy 
rights and secondary uses of their data for research and 
innovation. It should involve educating the public about 
the transformative potential of data-driven scientific 
advancements and empowering the public to appreciate 
the possibilities that that the use of their personal data 
can bring to advances in health research and medicine. 
Equally important is addressing the ethical and social 
concerns that may arise when sensitive data are repur-
posed and used for secondary research or commercial 
purposes.

Conclusions
While data protection laws are not primarily designed 
for scientific research purposes, they will significantly 
influence the way African researchers approach data 
sharing. Through a comparative analysis of data laws 
across Africa, we propose that to harness the full 
potential of big data for health research and innovation 
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while adhering to data protection legislation, initiatives 
in data science for health should consider adopting 
the following strategies: (1) the use of data access and 
analysis methods that allow for data localization; (2) 
Implementation of dynamic consent to meet require-
ments of specificity of consent; (3) public engagement 
and education on sharing of personal data for health 
research as prescribed in data protection laws; and (4) 
development of codes of conduct for the responsible 
sharing, reuse and repurposing of personal data for 
scientific research and innovation. The development 
of codes of conducts  should take into consideration 
societal perceptions of privacy.   Finally, the formula-
tion of the recommended guidance, policies and codes 
of conduct would greatly benefit from input and sup-
port from African regional and international agencies 
such as  the  African Union Development Agency-New 
Partnership for Africa’s Development (AUDA-NEPAD), 
the Africa Centres for Disease Control and Prevention, 
the WHO and the World Economic Forum, that have a 
mandate to promote science policy and diplomacy  in 
Africa and/or have a vested interest in fostering the 
responsible use of big data for global health research.
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